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Boot Attacks: The Hidden Commonality of Cyber Elite

Equation 

Group

CIA APT28 APT41



The Important Of Windows Secure Boot

Windows security

Windows Boot Security



Rule Of 2

Unsafe language

Parsing attacker-
controlled input

High-privileged 
permissions

Boot Code



Research Methodology

1. Manual Code Review

2. Fuzzing

3. Dynamic Debug



Boot: Behind the Scenes

1. BitLocker

2. Secure Boot

3. Measured Boot

4. VBS

https://tianocore-training.github.io/Lesson-0/



Boot overview – Simplified Boot Process

Our Main Focus Today

BCD

Bootmgfw.efi

WinResume.efi

WinLoad.efi

Kernel

Hiberfil.sys



Attack surfaces

1. Admin to Boot

2. Physical access

3. Over the LAN



Admin To Boot - Why

Security Bypass

Stealth



Admin To Boot - How

Our Main Focus Today

BCD

Bootmgfw.efi

WinResume.efi

WinLoad.efi

Ntos

Hiberfil.sys

What is Hibernation?



Hibernation File Anatomy

Source: 

https://www.cct.lsu.edu/~golden/Papers/sylvehiber.pdf



Resume Process

Our Main Focus Today

BCD

Bootmgfw.efi

WinResume.efi

WinLoad.efi

Ntos

Hiberfil.sys



Hibernation Bug - CVE-2024-37976

Attacker controlled

The controlled address used as  

src, we have Write *What *Where



Can not be edited

Exploit - challgenges

Hiberfil.sys



Exploit - challgenges

The kernel rewrite our custom file

Can not be edited

Resume from hiberfil demand physical pushed button



Exploit - challgenges

The kernel rewrite our custom file

Hibernate from restart!

Replace Winload boot app with Winresume in the BCD

Point hiberfil to our controlled file

Can not be edited

Resume from hiberfil demand physical pushed button



Demo



Simplified Boot Process

Our Main Focus Today

BCD

Bootmgfw.efi

WinResume.efi

WinLoad.efi

Kernel

Hiberfil.sys



Quick overview - BCD

Disk

ESP

bootmgfw BCD

And More…



BCD Overview – Bug



BCD Bug Background - Locate Device

Bcdedit /set {current} device vhd=[LOCATE]\my.vhd

\path\to\file

?



BCD Bug Background - Locate Device Object Types

Path:\file.vhd

String Type

Path:’’

Locate Type



BCD Bug Background - Locate Device Parent

Virtual 

Hard Disk

Parent

Locate 

Device

Child

Bcdedit /set {current} device vhd=[LOCATE]\my.vhd



Locate Device Struct

Type of Device

Size

Type

Type of element

Offset to parent

Path

Locate Device

Memory

Type of Device

Size

Type

Type of element

Offset to parent

Path

Base address + offset



Bug Illustration

Type of Device

Size

Type

Type of element

Offset to parent

Path

New Device

Memory

Type of Device

Size

Type

Type of element

Offset to parent

Path

Type of Device

Size

Type

Type of element

Offset to parent

Path

Type of Device

Size

Type

Type of element

Offset to parent

Path

New device size = Locate 

device size + path size + 

Parent device size

Copy all data to the 

new unified buffer



BCD Bug Example - CVE-2024-28923

-> Integer wraparound

-> Using the wraparound data

Using attacker-controlled size



Attack surfaces

1. Admin to Boot

2. Physical access

3. Over the LAN



Physical Access

User Data

Disk

EFI System Partition (ESP)

bootmgfw BCD

And More…



Attack surfaces

1. Admin to Boot

2. Physical access

3. Over the LAN



Over The LAN

BCD



From Manual VR to Automated VR – Fuzzing

Big and active code base

Complex code base (multiple different 

attack surfaces)



Fuzzing Boot Complexities

Difficult to harness

Requires special environment

Complex flows and states

Complex structures in different attack surfaces



Fuzzing Boot Complexities

Difficult Easy to harness

Requires special environment

Complex flows and states

Complex structures in different attack surfaces



Example of Snapshot fuzzer

Queue Fuzz state 
(Snapshot)

Target VM

Corpus



Example of Snapshot fuzzer

Generator
/MutatorQueue Fuzz state 

(Snapshot)

Target VM

Corpus



Example of Snapshot fuzzer

Generator
/MutatorQueue Fuzz 

Engine
Fuzz state 
(Snapshot)

Target VM

Save Unique Coverage

Save 

Crashes
Corpus



Dynamic Debug Setup – Disable Secure Boot On Guest

Disable VM Dynamic memory



Dynamic Debug Setup – Setting up Debugger & Hibernate

Src: https://superuser.com/questions/1515527/how-to-enable-sleep-hibernate-on-a-hyper-v-

guest-vm/1515838#1515838



Dynamic Debug Setup – In Guest VM



Dynamic Debug Setup – In Host – WinDBG Settings



Dynamic Debug Setup – Windbg



THE END!
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