Netanel Ben Simon & Meir Bloya
Boot gw A c/w/ dive inlo

windows boot secarrty




f J/ﬁ‘hﬂt'x “?59

. Meir Bloya (https://il.linkedin.com/in/meir-blau)

. Netanel Ben Simon (https://il.linkedin.com/in/netanel-ben-simon-419681226)

. EPFS-IL Group - Edge and Platform Security Fundamentals - Israel

SRR (OO - N DT (=

Pre OS - A specialized group within EPSF-IL, focus on low-level security

research; fo¥r’exdmp e [ECOSRNSEN et c i ct



https://il.linkedin.com/in/meir-blau
https://il.linkedin.com/in/meir-blau
https://il.linkedin.com/in/meir-blau

- Boot Attacks: The e gamma/?'? af 5}/@/& Llte

Equation APT41

Group




- The (mportant Of -M}_(/am’ Secare ﬁwb‘ o

Windows security

Windows Boot




- Kube Of 2

Boot Code

Unsafe language

Parsing attacker- High-privileged
controlled input permissions

’ B W ek 34 ) oF ——— - PEWR S & 1 g . o - .
et s o | i o _p—
D—




- Kesearch Methodology

1. Manual Code Review

P~ [ LI PN e]

- 3. Dynamic Debug




Boot: Bekind the Ssenes

Pre

Verifier

1. BitLocker
. UEFI
Infertace Z2enSecures Bgat
Processor
S it :,/> 3. Measured Boot
Device, 4
Bus, or . VB S
Service
Driver
: 7 ;
|§'FI D’:i\;wer Bootl 0S-Present
Ispatcher Manager App
Intrinsic Final OS Boot Final OS
Services Loader Environment
Security Pre EFI Driver Executionf§ | Boot Dev Transient Run Time
(SEC) Initialization E”V'('S)';‘E‘)‘ent ?SISSC; System Load (RT)
(PEI) (TSL)
Shutdown
 O———




Dot sepgagin= ‘f”f” /704 ed Boot Pmaaée

Our Main Focus Today cee
M

R L AT (R

L -</> | </

Bootmgfw.efi
v o
: M

WinResume.efi

1

B@&H Hiberfil.sys




] G M A 2o P R OGN

2. Physical access

Og,  "Ov arnhie LA




- Adwic 7o oot - f{/@ S

Security Bypass

Stealth




Adwin 7o Boot - r%a/_ |

Our Main Focus Today
(]
— BRI o 2l i, s

Q‘ T </>

A 4

What 1s Hibernation|?

b Ntos

WinResume.efi

1

BCD Hiberfil.sys

Bootmgfw.efi




Hibernation (ite ﬁmtmy

hiberfil.sys
OxC0000000 | b MEMORY IMAGE
Signature: HIBR
C:\> dir /A FirstBootRestorePage: Ox07

FirstkernelRestorePage: Ox1A

Directory of C:\ Dx00001000 | KPROCESSOR_STATE

03/02/2025 0©9:42 PM 27,363,241,984 hiberfil.sys 0%00007000 Restoration Set

Compression Set
Compression Set

Compression Set

Ox0001A000 )
Restoration Set

Compression Set

Compression Set

Compression Set

o Fig. 5. Example Windows 8+ hiberfil.sys layout.
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Attacker controlled

// [NBS] TranslatedPage under 100% attacker control /,//’//'
HardwareAddress.QuadPart = (ULONGLONG)ImageHeader->TranslatedPage << PAGE_OFFSET;

// [NBS] Get the virtual address of our TranslatedPage HW address
Result = OsMapHardwareAddress(&RecoveryHeaderPtr,

HardwareAddress

’ The controlled address used as
MEMORY_PAGE_SIZE,
MEMORY_FLAG_NONE) ; src, we have Write *What *Where

// [NBS] BOF - RecoveryHeaderPtr is 100% under attacker controlol
OsCopyMemory (RecoveryHeaderPtr, ImageHeader, sizeof(MEMORY_SNAPSHOT HEADER));
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Hiberfil.sys
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C:\>echo "rewrite?" > hiberfil.sys
The process cannot access the file because it is being used by another process.

C:\>bcdedit /set {91c5aed@-f20b-1lef-8892-d8db38b9011f} filepath \my\malicious\hiberfil.sys
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The kernel rewrite our custom file

Resume from hiberfil demand physical pushed button
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Hibernate from restart!

Replace Winload boot app with Winresume in the BCD

Point hiberfil to our controlled f£ile
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BCD Overview - 5«/

Object HElements

Store New Repair Help
BcdStore | Type

Fwbootmgr) Ox 11000001

Value

“Device\Harddisk Volume 10
“EFNMicrosoft \Boot\bootmgfw efi

Name

P
I
bootmgr) ApplicationDevice

Loaders

Windows 11

Windows Recovery Envirornm
Setup

Boot Menu

Diagnostic Splash Screen
Lenovo Diagnostics
Asset Information
Regulatory Information
Think Shield secure wipe
Startup Intemupt Menu
Rescue and Recovery
MEBx Hot Key

Other CD

Other HDD

IDER BOOT CDROM
IDER BOOT Floppy

ATA HDD

ATAPICD

useBe CD

uUsB FDD

NVMeO

NVMe 1

ATA HDDO

useB HDD

PXE BOOT

LENOWVO CLOUD
ON-PREMISE

Windows Recovery Envirorur

O 12000002
O 1 2000004
O 12000005
O 14000006
O 16000060
O 23000003
O 23000006
O 24000001
O 24000010
O 25000004

ApplicationPath

Description

PrefemedlLocale
InherntedObjects
library__custom :0x 16000060
DefaultObject
ResumeObiject
DisplayOrder

Tools DisplayOrder

Timeout

Windows Boot Manager

en-UsS
{7TeaZelac-2e61-4728-aaa3-896dSd0aSfOe)
True

{(2824eeaf-9S1bd-1 1ef-Sbaa-dSacOb55521)
{2824eecae-91bd-1 lef-Sbaa-dSacOb55521)
{2824eceaf-91bd-1 lef-Sbaa-dSacOb55521)
b2721d73-1db4-4cE62 bf 78 c548a880142d)
30

{memdiag)
Hibemate resumers
Windows Resume Applicatior|
Settings
{emssettings)
{fresumeloadersettings)}
{dbgsettings)
{badmemory)
{bootloadersettings)
{globalsettings)
thypervisorsettings)
Device options
Windows Recovery
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\path\to\file

Bcdedit /set {current} device vhd=[LOCATE]\my.vhd
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 BCD Big Buokpround - Losats Divise Parent

Parent Ch sl
Virtual Locate
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Bcdedit /set {current} dévice vhd=[LOCATE]\my. vhd




Locate Device S tfaat. |

L.ocate Device

Type of Device

Size
Type
Type of element
Offset to parent
Path

l
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Type of Device

Size
Type
Type of element
Offset to parent
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e " Memory

Type of Device

New Device 3
Size

Type of Device

Newrdevice )shisses= Lo cate Type

Size
device size + path size + Type of element
Type

Type of element

Parent device size Offset to parent

Path

Offset to parent

Type of Device
Path Copy all data to the Yp

A

33 ) Size
Type of Device new unified buffer

Type
Type of element

Size

Type

Offset to parent
Type of element

Path

Offset to parent
Path




 BOD By Banpl - CVE2024-28923

9 POffset += PathLength;

10 devSize = POffset;

11

12 // [MB] Attacker have control over 1ldParent, the src of it is on non anitized BCD locate device element
13 if (1dParent != NULL) {

14 // [MB] Integer overflow, ldParent->Size is fully attacker-controlled.

15 // No validation performed on this value.

16 devSize += ldParent->Size; -> Integer wraparound

17 }

18

19 // [MB] Allocation used the overflowed size

20 unifiedDev = BlMmAllocateHeap(devSize); -> Using the wraparound data

21

22 // [MB] Buffer overflow accure here, we write to unifiedDev based on ldParent->Size size
23 // This size is fully controlled by attacker Usj_ng attacker—-controlled size

24 RtlCopyMemory(Add2Ptr(unifiedDev, POffset), ldParent,ldParent->Size);
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Big and active code base

Complex code base (multiple different

attack surfaces) )
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Difficult to harness
Requires special environment

Complex flows and states

Complex structures in different attack surfaces
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biffiewlt Easy to harness

Requires special environment

.Complex flows and states

Complex structures in different attack surfaces
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VMR-Win22H2-202306B-amd64fre-0131:\ 4 b ©

Hardware
l" Add Hardware
& Firmware

@ security

B Memory
1 Processor

& scsi Controller
+ - Hard Drive

Disable VM Dynamic memory

& Network Adapter
Management Dynamic Memory

You can allow the amount of memory available to this virtual machine to change

1| Name
dynamically within the range you set.

| Integration Services

(") Enable Dynamic Memory

¥ Checkpoints

& Smart Paging File Location

E'. Automatic Start Action
= AATL W STEVILS LN Learn more about virtual machine security.
= Automatic Stop Action
E Bower OFF P Ll’\\ Some settings cannot be modified because the virtual machine was in the following
state when this window was opened: running.
To modify a setting that is unavailable, shut down the virtual machine and then
reopen this window.

Cancel
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param($VmName = "VM-Name", $Enable = $true)

# Stop VM, suppress warnings
Get-VM -Name $VmName | Stop-VM -Force -WarningAction SilentlyContinue

# Get the WMI objects

$wmiCS = gwmi -namespace root\virtualization\v2 -query "select * from Msvm_ComputerSystem where ElementName='$VmName""

$vsSettings = $wmiCS.GetRelated("Msvm_VirtualSystemSettingData","Msvm_SettingsDefineState",$null,$null, "SettingData", "ManagedElement",$false,$null)
Write-Host "Before: EnableHibernation = $($vsSettings.EnableHibernation)"

# Modify the hibernation setting
[xml]$xml = $vsSettings.GetText(1l)
$xml.SelectNodes("/INSTANCE/PROPERTY[@NAME="EnableHibernation']")[@].VALUE = $Enable.ToString().TolLower()

# Apply changes
$mgmtSvc = gwmi -Namespace "root\virtualization\v2" -Class Msvm_VirtualSystemManagementService
$mgmtSvc.ModifySystemSettings($xml.OuterXml) | Out-Null

# Verify the change
$vsSettings = $wmiCS.GetRelated("Msvm_VirtualSystemSettingData","Msvm_SettingsDefineState",$null,$null, "SettingData", "ManagedElement",$false, $null)
Write-Host "After: EnableHibernation = $($vsSettings.EnableHibernation)1

Src: https://superuser.com/questions/1515527/how-to-enable-sleep-hibernate-on-a-hyper-v-

guest-vm/1515838#1515838
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c:\»bcdedit /set {bootmgr} bootdebug on
The operation completed successfully.

c:\>*bcdedit /set bootdebug on
The operation completed successfully.

c:\>bcdedit /dbgsettings net hostip:172.23.8.1 port:50000 key:1.1.1.1
Key=1.1.1.1

c:\>bcdedit Sfenum all

Resume from Hibernate

identifier {91c5aed@-f20b-11ef-8892-d8db38b9011f}
device partition=C:

path \Windows\system32\winresume.efi
description Windows Resume Application

c:\>bcdedit /set {91c5aed@-f20b-11ef-8892-d8db38b9911f} bootdebug on
The operation completed successfully.
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Start debugging

Save workspace

This machine Connect to...

Open source file

Recent
Open script

Launch executable
Settings :

i Target IP (not required)
About Launch executable (advanced) i
o Supports Time Travel Debugging
Break on connection

Exit Attach to process

Supports Time Travel Debugging

Open dump file

Open trace file

Connect to remote debugger

Connect to process server

Attach to kernel

Launch app package

Open workspace




92 **¥%% Waiting for Debugger Extensions Gallery to Initialize * o

>>>>>>>5>5>>>>> Waiting for Debugger Extensions Gallery to Initialize completed, duration ©.031 seconds
----> Repository : UserExtensions, Enzbled: true, Packages count: @
----> Repository : LocalInstalled, Enabled: true, Packages count: 43

Microsoft (R) Windows Debugger Version 16.8.27793.1000 AMD&4
Copyright (c) Microsoft Corporation. All rights reserved.

Using NET for debugging

Opened WinSock 2.8

Waiting to reconnect...

Connected to target 172.23.88.230 on port 56668 on local IP 172.23.86.1.

You can get the target MAC address by running .kdtargetmac command.

Connected to Windows Boot Debugger 22621 x64 target at (Wed Apr 2 20:45:28.394 2825 (UTC + 3:80)), ptre4 TRUE
Kernel Debugger connection established. (Initial Breakpoint requested)

oL **%% path validation summary ° RS

Response Time (ms) Location

Symbol search path is: srv*C:\symbols*https://msdl.microsoft.com/download/symbols
Executable search path is:

ReadVirtual() failed in GetXStateConfiguration() first read attempt (error == 0.)
Windows Boot Debugger Kernel Version 22621 UP Free x64

Primary image base = ©x20000000 10000000 Loaded module list = Ox@0000600 1017dale
System Uptime: not available

bootmgfw!DebugService2+ex6:

000000R0" 1016646 c3

kd>
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